Who is Looking at Your Client Data?
The latest major leak of information, whether your call it the Paradise Papers or the Stolen Papers, is
a serious concern to any company that holds private data about individuals. Regulations exist on how
you hold and process data and we are all aware that these regulations will be stricter with the
introduction of GDPR.
Whatever regulations are implemented, the potential damage to your organisation’s reputation from
a security breach is incalculable.
Appleby have stated that the breach was the result of a hacker, which is a third party who has gained
access to and removed data from their systems. Whether a breach is due to a hacker or a disgruntled
employee, the result is the same and private data is in the public domain.

Access Monitoring
Modern day applications have the capability to provide very detailed logging information. This data
can prove useful in many scenarios and it is relatively simple to enable the capture of this information
but making sense of the output can be very challenging - for example a server with verbose logging
can generate a colossal amount of data in small amount of time.

Alerting and Reporting
Properly managed all of this data can be used to alert you about a wide range of potential threats
where a user may be accessing data and could be vital in a legal case. Shown below are two sample
reports that can alert you to such threats. The user could be an employee or it could be a third party
who has gained access and is using a genuine account to attempt to steal information. By sending
these alerts by email you can take immediate action to prevent a breach.
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In addition to the alerts, regular reports show that you are meeting the necessary regulations for
protecting data. Reports can cover any area of the business, but typically relate to the following areas:
•
•
•

Board level summary of threats and remediation
GDPR reporting
Compliance audits

Visibility Platforms
A visibility platform gives you the confidence that you are undertaking user behaviour analysis,
mitigating risk and protecting your client data.
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